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Abstract

Modular reduction is the basic operation of crypto-
graphic systems.  The Barrett’s Algorithm and Mont-
gomery’s Algorithm are widely used nowadays and they
are both based on pre-computation. In the field of Ellip-
tic Curve Cryptosystem (ECC) over GF(2™), the reduc-
tion polynomials recommended by SEC have few items and
the degree of second item is much less than that of the first
one. Making use of this characteristic, the paper presents
a new method to accelerate modular reduction without pre-
computation which speeds up modular reduction by 10-30
times over GF(2™) and speeds up ECC point multiplica-
tion by 40%—-50%. This algorithm has been implemented in
a high-speed public-key cipher accelerator.

1. Introduction

Elliptic Curve Cryptosystem(ECC) offers equivalent se-
curity with smaller key sizes in less computation time and
with less memory than other public-key cryptography, so it
has been widely used in Digital Signature and Integrated
Encryption fields[10]. The main computation of ECC is
point multiplication[6,7], where modular inverse is consid-
ered to be the slowest computation. Montgomery’s method
in projective coordinates[8] is an efficient method in com-
puting point multiplications by reducing the number of
modular inverse into one time. A binary algorithm based on
Extended Euclidean to compute modular inverse was pro-
posed in [1], and optimized in [2]. This method, however,
costs large area when it is implemented by hardware. Some
others are based on Fermat’s Little Theorem[3], which con-
verts modular inverse into modular multiplication and mod-
ular square in order to simplify hardware implementation.

Because the finite field operations can be implemented
very efficiently in hardware, Elliptic Curves over GF'(2"")
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are particularly attractive. A typical modular inverse over
GF(2™) named Almost Inverse is provided in [4]. All these
methods replace the modular inverse by modular multipli-
cations, modular square and modular addition.

Modular reduction is the foundation of modular multi-
plication and some fast modular reduction algorithms have
been proposed [5,9]. The well known Barrett reduction
method and Montgomery reduction method leverage some
pre-computations to avoid divisions. This paper presents
a new reduction algorithm named Unbalanced Exponent
Modular Reduction in GF'(2"), and we embed this algo-
rithm in public-key cipher accelerator.

The rest of paper is organized as follows: Section 2 in-
troduces details of our algorithm as well as performance
comparison with other reduction methods. Expanding this
algorithm to modular multiplication is described in Section
3. Section 4 presents the implementation of this method in
public-key cipher accelerator. Finally the conclusions are
drawn in Section 5.

2. Algorithms

According to Standards for Efficient Cryptogra-
phy(SEC), the reduction polynomials of ECC cryptography
system in GF'(2™) is expressed as f(z) = 2™ +1'(z) with
degree m, where the degree of T'(x) is far much smaller
than m and with 2 or 4 items[10]. A polynomial C(x)
whose degree n fulfill the inequality of 2m > n > m, can
be divided into two parts as the following form:

C(x) = Cp(z)z™ + Ci(x) )]

Because modular subtraction is the same as modular addi-
tion over GF'(2™), we can obtain:

C(z) = Cu(2)T (z) + Ci(x)mod f(x) (@)

Repeat (2), until C}, is zero. This algorithm can be de-
scribed in Algorithm 1.
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Algorithm 1 Unbalanced Exponent Modular Reduction

Input |C(z), f(z)
Output |C(z)mod f(z)

Table 1. Time cost ratios between Barrett
Modular Reduction(BMR), Montgomery Mod-
ular Reduction(MMR) and Unbalanced Expo-

Do { f
Partition C(x) into Cy, and C; with nent Modular Reduction(UEMR)
Degree > m; Irreducible polynomials | Time cost ratio| Time cost ratio
Wg ﬁlx)(; féhoT)(x) +Ci} f(x) SEC recommended | BMR:UEMR | MMR:UEMR
e (Lp
Return C(x) o103 4" 428 423 41 31.6 16.3
233 | .74
Details of unbalanced exponent modular reduction are e 41 30.4 17.5
showed here: 2233 4 236 41 31.8 19.8
Assuming C(z) = z" + 12"t 4.
U1 2™, T(2) = 2b+. . 41 (m) =z +T( ’) e e 41 172 d
Then C(z) = Cp(2)T'(z )+Cl( )m df( ) I R LAy L | 49.5 28.4
= (xnfm + an71w7L m—1 + . )( + . oo -
(am_12™~ + .. )mod f(x) W+ + 1 58.4 31.5
Here we will find that the degree of C'(z) changes from 2570 410 405 4 2 4 106.4 57.1

nton —m + k, which means that reduced degree of C'(x)
is Ap = m — k per-iteration. Assume after L iterations

Cj, = 0, L should fulfill the inequalities:

n—LAp<m-—1
n—(L-1)Ap>m-—1

According to (3) and (4), we acquire the integer L’s range:

k)/(m — k)

It is easy to prove the scope [(n — m + 1)/(m — k), (n —
k)/(m — k)] only contain one integer—the right result we

(n—m+1)/(m—k)<L<(n-—

need.

As k < m(in most cases), there are only 2 iterations
needed. When f(z) = 2239 4+ 21°8 + 1 where the gap be-
tween m and k is the smallest among all these f(z) recom-
mended by SEC, only 3 iterations is needed. Furthermore,
all these computations are in GF(2™), so they are easy to
be implemented by hardware and can obtain high comput-

ing speed.

We extend the two typical modular
algorithms—Barrett Modular Reduction(BMR)[5] and
Montgomery Modular Reduction(MMR)[9],
field. These two algorithms over GF(2™) are showed

below.

Montgomery Modular Reduction

Input |C(z) =z" + An1z" T+ .. .+ a1z + ao
..+ biz+ bo

f(@) =2" 4 bp_1z™ " +
by = —by 'mod

Output |C(z)z~"mod f(x)

Fori=0tom—1{

pi = a;bymod x;

C(z) = C(z) @ pif(z)z';
C(z) =C(z)/z™
Return C(x)
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Barrett Modular Reduction

Input |C(z) =2" + An_1z" T+ ...+ a1z + ao

f(@) =3" 4+ bmo1z™ 4.+ bz + bo
p=a*"/f(x)

Output | C(z)mod f(x)

q=[(C(x)/a™ ") * p]/z™TT;

C(x) = C(z)mod 2™ @ [q * f(x)]mod z™T;
Return C(x)

We exploit C program to simulate these three algorithms
for all reduction polynomials in SEC[10] on Pentium IV
processor running at 3.0GHz with Linux Operation System.
The ratios of time cost by these three algorithms are listed
in Table 1.

In Table 1, when computing in GF(2™), the operating
speed of unbalanced exponent modular reduction is 20-50
times faster than that of Montgomery reductions in most
cases. Compared to Barrett reduction, unbalanced exponent
modular reduction is 30100 times faster in most cases.

3. Extension

Modular multiplication, modular square and modular ad-
dition are common computations in ECC algorithm. We ex-
tend our unbalanced exponent modular reduction to modu-
lar multiplication described in Algorithm 2.
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Algorithm 2 Unbalanced Exponent Modular Multiplication
A(), B@), (@)
A(z)B(z)mod f(x)
C(z) = A(z)B(z);
Do {
Partition C(z) into Cy and C; with
Degree > m;
C(z) = ChT(I) + O }
While (Cr#0)
Return C(x)

Input
Output

We can get modular square in the same way. Making use
of optimized modular multiplication based on unbalanced
exponent modular reduction, the performance is improved
significantly for ECC computation.

The other two modular multiplications widely used
nowadays are Montgomery Algorithm [9,12] and Barrett
Algorithm [5,11]. These two algorithms can be imple-
mented according to pseudocode over GF'(2"™) as below.

Montgomery Modular Multiplication
A(z), B(z), f(z)
A(z)B(x)x™™mod f(z)
C(z)=0
Fori=0tom—1{
C(z) = C(z) ® a; B(x);
C(z) = C(x) ® cof (2);
Clz) =C(x)/z; }
Return C(x)

Input
Output

Barrett Modular Multiplication

Input | A(z), B(z), f(z)
p=z*"/f(x)
Output | A(x) B(z)mod f(x)

C(z) = A(z)B(x)

q=[(C(x)/a™ " % p] 2™

C(z) = C(z)mod x™ " @ [g * f(x)]mod z™;
Return C(x)

We use Montgomery’s method in projective coordi-
nates[8] to finish point multiplication. Based on these
three modular multiplications, with all reduction polynomi-
als recommended in SEC[10], performances of point multi-
plication are listed in Table 2 in the form of time cost ratio.

From table 2, we find that the point multiplication us-
ing our Unbalanced Exponent Modular Multiplication is
about 1.45 times faster than using Montgomery’s Algo-
rithm, and 1.9 times faster than using Barrett’s Algorithm
over GF(2™) in ECC.

4. Implementation

Unbalanced exponent modular reduction has been em-
bedded in our high-speed public-key cipher accelerator as
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Table 2. Time cost ratios of computing point
multiplications over GF(2™) in ECC using
Barrett Modular Multiplication(BMM), Mont-
gomery Modular Multiplication(MMM) and
Unbalanced Exponent Modular Multiplica-
tion(UEMM)

Irreducible polynomials |Time cost ratio| Time cost ratio
f(z) SEC recommended |BMM:UEMM MMM:UEMM
20 T a8 423 1 1.92 1.45
2233 g™ 1 1.92 1.41
2?33 4236 41 1.77 1.47
2?30 4 158 1 1.73 1.44
2?8 4ot 42" 4 ab 41 1.86 1.47
2409 4+ 287 1 1.90 1.48
2O 0 ad 2?1 1.92 1.49

fundamental algorithm of ECC point multiplication over
GF(2™). Figure 1 shows the architecture of this acceler-
ator.

The public-key cipher accelerator can be divided into
three main parts:

(1)Sequential Code Generator (SCG).

This is mainly a Finite State Machine (FSM) embedded
with public-key accelerating algorithm. According to com-
mands from main controller outside (CPU), SCG starts cer-
tain algorithm state machine and generates code for Crypto-
Processor. The FSM controls algorithms’ processes, and
the code it outputs are totally sequential in order to im-

Sequential C
«—> Typto-
Code Processor
Generator
Internal Bus
On-chip
Memory

Figure 1. Architecture of high-speed public-
key cipher accelerator
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prove the efficiency of Crypto-Processor. ASM has embed-
ded all nonsingular fields of ECC accelerating algorithms in
GF(2™) where m=113-571. In order to enhance the flex-
ibility of this accelerator, SCG can be bypassed, i.e., the
main controller can also send code to the Crypto-Processor
directly.

(2) Crypto-Processor

This is an embedded processor supporting code over
both GF(2™) and GF(p). Also it contains 64-bit width
calculating unit.

(3) On-chip Memory

Storage for parameters in public-key cipher algorithm
including reduction polynomials,parameters of Elliptic
Curve, computation results, and so on.

We use Verilog hardware description language [16] to
finish RTL level design of public-key cipher accelerator and
tape out under SMIC 0.18um standard cell library. Take
the advantage of the algorithm presented in this paper, the
speed of point multiplication over GF'(2™) is about 2700
times per second.

5. Conclusion

This paper presented a fast modular reduction over
GF(2™) without pre-computation. This algorithm speeds
up computations of ECC over GF'(2™), and has been im-
plemented in pubic-key accelerator successfully. Further
work will concentrate on improving performance in other
aspects of ECC with the method this paper proposed.
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